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Managing Information Systems Accounts
1. Principle

1.1. This procedural document is directly linked to the Information Security Policy and has therefore been ratified by the Board of Governors and College senior management.
1.2. The purpose of this document is to provide a set of standards for the requesting and processing of logon accounts for accessing the College information systems. Only by adhering to the standards laid out in this document can the College be sure that the logon accounts it holds are bona-fide and that the users are accountable. 
2. Creating Network Logon Accounts
2.1. Staff

2.2. Staff network logon accounts can only be created at the request of the Human Resources department or a member of senior management, that is, the Principal or Vice Principal(s). Accounts may also be created at the discretion of the Network Manager.
2.3. All requests should be submitted to IT Support using the form at the end of this document. The form should be submitted using an auditable method such as email.

2.4. Students

2.4.1. Student logon accounts can only be created at the request of the CIS department who will supply a list of student reference numbers exported from the student records database.
2.4.2. All requests should be submitted to IT Support and must contain a unique student reference number, name and date of birth.
2.5. Visitors

2.5.1. A number of “guest” accounts have been created for use by short-term visitors. These accounts should be disabled until required. Any member of staff can request, by an auditable method, the use of these accounts for visitors. On receiving a request from a member of staff, IT Support will provide a list of account names and passwords. These accounts have limited system access and are subject to frequent password changes.

3. Removing Network Logon Accounts

3.1. Staff

3.1.1. When a member of staff leaves the employment of the College, the Human Resources department should inform IT Support using the form at the end of this document. The form should be submitted by an auditable method. IT Support will initially disable the respective logon account pending discussions with the relevant line manager to determine what action should be taken with the user’s data. IT Support will then remove the logon account from the system. 

3.2. Students

3.2.1. Student logon accounts will be disabled with immediate effect on their withdrawal from the College. Personal data will be preserved on the system for at least a further 6 months. 

4. MIS System Logon Accounts

4.1.1. The College maintains an extensive student records system based on Capita’s Unit-e software supporting student applications, enrolment, timetabling, attendance management, examination and personnel operations. The system enables the College to submit statutory funding returns to the Learning and Skills Council and other government agencies as well as providing essential operational and management information.

4.1.2. Access to the Unit-e system is strictly controlled on a ‘needs to know’ basis. CIS staff have full read/write access to unit-e for the purpose of managing and maintaining data. Administrative staff have limited access to enable data entry to student applications and enrolment modules of Unit-e, whereas teachers and other members of staff directly involved with learner support have access to the Columbus web based system. Columbus provides view only access to student registration and curriculum information. Academic staff have the facility to record student attendance via the Web Registers component of Columbus.

4.1.3. Access to Unit-e and Columbus is determined by a user’s role and controlled via individual user account/password under the direction of the College Information System Manager. Accounts are created at the request of the HR Department following the appointment of a new member of staff. All new staff with roles requiring access to information systems receive induction training stressing the importance of College ICT and Data Protection Policies.

4.1.4. Requests for accessing the MIS system should be submitted to the CIS Manager using the form at the end of this document. The form should be submitted by an auditable method such as email.

4.1.5. CIS will remove or modify access to Unit-e and Columbus following requests from HR when staff leave the college or have a change of role. Access to Unit-e may also be removed at the request of senior management at any time.              

5. Financial System Logon Accounts

5.1. Requests for accessing the Financial system should be submitted to the Finance Manager using the form at the end of this document. The form should be submitted by an auditable method such as email.

5.2. Permission to access the Financial system will be at the discretion of the Finance Manager or a member of Senior Management, that is, the Principal or Vice Principal(s)

6. CCTV System Logon Accounts

6.1. Staff Access
 

6.1.1. Requests for CCTV logon accounts must be submitted to the Facilities Manager using the form at the end of this document. The form should be submitted using an auditable method such as email.  

6.1.2. Access to the CCTV system will only be granted at the discretion of the Facilities Manager or a member of Senior Management, that is, the Principal or Vice Principal(s)
6.1.3. All staff using this facility should be aware that the CCTV system is subject to the Data Protection Act 1998 and the College Data Protection Policy,  http://www.longleypark.ac.uk/html/PolicyProcedureDocuments/Data%20Protection.pdf   

6.2. 3rd Party Access

6.2.1. Requests to view images by anyone other than the authorised users, must be submitted, by an auditable method, to the Facilities Manager stating the reason(s). 

6.2.2. Access to CCTV and/or stored images shall be at the discretion of the Facilities Manager or a member of Senior Management, unless there is imminent danger to persons, plant or property.

6.2.3. Requests for copies of stored images, e.g. on CD, by external bodies (i.e. Police) shall only be by agreement with the Facilities Manager or a member of Senior Management. 

 

6.2.4. All requests should be submitted before images are provided and should include as a minimum - names, dates, signatures and reasons for wanting the information.  
Systems Account Request

Type of account (Network/CIS/Finance/CCTV):

	


Request type (Add/Remove):

	


Name: 

	


Job Title:  

	


Department/Directorate:

	


Date Required (Do not write “asap”):

	


End Date (if fixed term):

	


Reason for request:
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